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Disclaimer

All information provided in this document is copyright of Kamstrup. Licence is granted to the user to freely use and distribute the information in com-
plete and unaltered form, provided that the purpose is to use or evaluate Kamstrup products. Distribution rights do not include public posting or
mirroring on Internet websites. Only a link to the Kamstrup website can be provided on such public websites.

Kamstrup shall in no event be liable to any party for direct, indirect, special, general, incidental, or consequential damages arising from the use of this
information or any derivative works thereof. The information is provided on an as-is basis, and thus comes with absolutely no warranty, either express
or implied. No right or licence is granted under any intellectual property right, hereunder copyright, patent or trademark, of Kamstrup to any other
party. This disclaimer includes, but is not limited to, implied warranties of merchantability, fitness for any particular purpose, and non-infringement.

Information in this document is subject to change without notice and should not be construed as a commitment by Kamstrup. While the information
contained herein is believed to be accurate, Kamstrup assumes no responsibility for any errors and/or omissions that may appear in this document.

Copyright Information
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Industrivej 28

Stilling

DK-8660 Skanderborg, Denmark

All Rights Reserved
The graphics and content in this document are the copyrighted work of Kamstrup and contain proprietary trademarks and trade names of Kamstrup.

Third parties

This document may contain links to other parties. Kamstrup makes no warranty or representation regarding any linked information appearing therein.
Such links do not constitute an endorsement by Kamstrup of any such information and are provided only as a convenience. Kamstrup is not responsi-
ble for the content or links displayed by third parties.
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Terms and Abbreviations

Abbreviation Description

MQTT loT Protocol — described in www.mgtt.org

SSL Secure Socket Layer

TLS Transport Layer Security

RF Radio Frequency. Term used to refer to the radio media.

OpenlinklQ® Open LPWAN RF protocol. Specifications (like this document) is found at openlinkig.org.
SSH Secure Shell (ssh.com)
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Introduction

The purpose of this document is to describe how the Kamstrup OpenlinklQ® Concentrator process
and delivers end-device data to a connected system.

The document both serves as a guide to the Kamstrup OpenlinklQ® Concentrator as well as a guide

and inspiration to developers that wish to design an OpenlinklQ® receiver/concentrator or head-
end system.

This guide assumes that the reader is familiar with the OpenlinklQ® RF specification. It is not a pre-

requisite for following this guide, but a few references are made to the specification without fur-
ther explanation.

It is further more assumed that the reader is familiar with the MQTT protocol. A very short general
introduction to MQTT is made in the following section — investigation into further details is left for
the reader to perform.
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Protocol

The Kamstrup OpenlinklQ® Concentrator makes use of the MQTT protocol to publish received
OpenlinklQ® RF frames.

The MQTT protocol defines a light weight publish-subscribe architecture used by a vast number of
loT devices. It is a traditional client/server protocol where clients are publishers and/or subscribers
and the server is a simple broker, distributing published data to subscribers.

Clients that wish to receive data published to a certain topic, makes a subscription to this topic.

~— S -

subscribe

Figure 1. Subscribe to topic.
Data published to the topic will hereafter be propagated to all subscribers of this topic.

publish

publish

Figure 2. Publish to a topic and propagation.

The Kamstrup OpenlinklQ® Concentrator runs MQTT over IP as illustrated below.

MQTTv3.1.1 I
TLSv1.2 I

—
et

Figure 3. Protocol stack.
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The Kamstrup OpenlinklQ® Concentrator requires adding security on the transport level using TLS

version 1.2.

Connecting to broker, publishing data, disconnecting follows the MQTT standard sequence. Note
that clients does not take a specific role (publisher/subscriber) — all clients can be both publishers
and subscribers (in fact a client often will be both).

|
I
I
I

TCP session setup

TLS session setup

Broker

|
I
I

CONNECT:

|
I
TCP session setup :

TLS session setup

I I
CONNECT————————
CONACK————P

I I

SUBSCRIBE (top ic=A)—————
su BACK4}I

————PUBLISH (QOS=1, topic=A)

CONACK:

' I

*
I
I
I

PUBACK:

PUBLISH (QOS=1, topic=B)

| PUBLISH(topic:Aj
I:( PUBACK:

b

PUBACK

: I
DISCONN ECT4>|

| TCP session teardown |

—

Figure 4. MQTT message flow.

After establishing a TCP session, the TLS session is setup. Hereafter follows the MQTT message se-
guence started by connecting clients to the broker. In Figure 4 the Kamstrup OpenlinklQ® Concen-
trator will act as the depicted client number 1. Client subscribing to topic in Figure 4 can connect
securely or not by choice (secure connection is recommended). In this example a secure connec-

tion is depicted.

Sections below describes in more detail what features and parameters are used by the Kamstrup

OpenlinklQ® Concentrator MQTT client.

Note that the MQTT session is maintained in the lifetime of the client — same connection is used
for all publish-operations until terminated (by the client, network disturbances etc.).

Note also that MQTT connections can come and go within the same TCP session.
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In the design of the MQTT client of the Kamstrup OpenlinklQ® Concentrator, several choices of
MQTT parameters and settings has been made. These are all described in the following sections.

MQTT Connect

The Kamstrup OpenlinklQ® Concentrator initiates a connection to the broker whenever data for
transfer is available.
In case the connection is lost, reconnect is only performed when new data is to be transferred.

The following MQTT connect parameters are used and supported:

Only MQTT version 3.1.1 is supported.

Clean session = true
Broker is not expected to persist messages from the Concentrator.

Keep Alive = 60 seconds
Broker will abort session if no keep alive message is received every max 60 seconds.

See section on configuring the broker URL.

Lost MQTT connection

In case the MQTT connection is lost, the Kamstrup OpenlinklQ® Concentrator MQTT client will re-
connect when new RF data is available for transfer.

If establishing a connection to the MQTT broker turns out to be difficult, an exponential backoff
mechanism between retries is implemented. The backoff delays between retries are determined as
follows.

2*n seconds + random(0-999) ms, where n=0-6.
Beyond the 7th retry (n=6), waiting time is calculated with n=6.

Publish end-device data

When publishing data the Kamstrup OpenlinklQ® Concentrator makes use of the following MQTT
parameters.

QoS =1.

Concentrator assumes that when the broker returns a PUBACK, data has been received and
processed with success. When receiving PUBACK the concentrator will delete relevant cached
data.

Retained = false

The message is not to be saved by the broker as the last known good value for the topic. If re-
tain=true a new subscriber to the topic would receive the last message retained on the topic
right away.

Duplicate flag = false
Indicates that the message is a duplicate and was resent because the broker did not
acknowledge the original message.
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The end-device data is embedded in the payload of the publish message and is JSON encoded with
the following format.

{ “wersion”:
“frames”:

1,
(

{ “frametype”: “OpenlinkIQ”,
“timestamp”: <time of reception (“2021-11-13T21:54:01z2")>,
“frame”: <MBAL frame (“...”)>,

“meta”:
{“rssi”: <int>,
“noofcorrectedbits”: <int>

s

{ additional frames as shown above }

1}

The “version” property is set to 1. Future changes to the embedded format will be tracked with

this key.

The “frames” property consists of a list of received OpenlinklQ® RF frames, identified by the follow-

ing fields.

Field Description Type

frameType The type/protocol of the frame in the ‘frame’ field. String

Frame The MBAL frame (see OpenlinklQ® Specification). Baseb4-encoded
string

Timestamp Time of reception. String

Meta Structure of data concerning the RF reception. JSON object

meta.rssi The signal strength at which the frame was received. Integer

meta.noofcorrectedbits | The number of bits corrected at the reception of the frame. | Integer

Topics

When designing and configuring a MQTT setup, it is important to consider the hierarchy of data
publishing topics. This enables a simple method of identifying key data elements and performing
efficient filtering on subscribed data.
The Kamstrup OpenlinklQ® Concentrator makes no assumptions on how the topics are defined,
and let’s the operator enter any topic string that fulfils the MQTT specification on topic.
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Prioritized data

The OpenlinklQ® RF specification defines the concept of frames with high priority (defined in the
control field of the RF frame). The Kamstrup OpenlinklQ® Concentrator will detect whether a re-
ceived frame is of high priority and leaves the option of delivering this frame to a separate MQTT
topic.

This is further described in the section on configuration.

Subscribe to topics

The Kamstrup OpenlinklQ® Concentrator does not subscribe to any topics published by the broker.

Disconnect — Last Will

When connecting the client to the broker a “Last Will” option can be applied. This enables sub-
scribers to be notified if the Concentrator disconnects ungracefully (unintentionally).

By defining a “Last Will” topic this option is included when connecting to a broker.
Last Will message is requested to be published with
e QoS=1

e Retain = false
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Configuration

The Kamstrup OpenlinklQ® Concentrator offers a number of configuration options, several of
which has been mentioned in previous sections. Each options is describes in this section.

Openlinkl@

Figure 5. Configuration Interface of the Kamstrup OpenlinklQ® Concentrator.

The above interface is displayed when connecting via SSH to the Kamstrup OpenlinklQ Concentra-
tor as the user “tech” (password is printed on a label mounted on the case of the unit).

The configuration interface is very basic, listing all possible parameters on the left-hand side. Move
down the list using the up/down keys. A short description and a field for entering a value is shown
on the right-hand side.

The button line includes a option for clearing the current value in the input field (<Clear>). Saving a
entered value is done by pressing the <Save> button.

When all a complete configuration is entered, it can be activated by pressing the <Activate> but-
ton.

Navigating between <Activate>, <Clear>, <Save> and the list of options, is done using the TAB key.

Broker URL

The URL defines the address of MQTT broker to connect to, the transport layer to use and the TCP
port to connect to.

Format: ssl://<broker address (FQDN)>:<tcp port>
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TLS (version 1.2) is used to establish a secure connection, which is indicated by “ss|”. No other op-
tions are supported.

The address of the broker server must be a fully qualified domain name.

An example: A secure connection to the EMQX Cloud MQTT broker would be obtained via the URL
“ssl://broker.emqx.io:8883"

Topic for End-device Data
The Kamstrup OpenlinklQ® Concentrator can publish end-device data to two different topics.
e one for OpenlinklQ® frames marked as being of priority (event) and
e another topic for non-priority frames (data).
General rules defined for MQTT topics apply for the syntax of the topics.
Example of a MQTT topics:
/device/KAM73471100/data/event

/device/KAM73471100/data/endpointdata

Topic for Last Will

Define the topic on which the Last Will message of the Concentrator must be published. By defin-
ing this topic the Last Will option is included in the MQTT connect operation.

Example: /device/KAM73471100/will

Payload for Last Will

Payload can be added to the “Last Will” message in order to add details to the notification. This
configuration option defines the payload. An example could be { “connected”: 0 }.

Topic for Status Notifications

Whenever the MQTT client of the Kamstrup OpenlinklQ® Concentrator connects successfully to
the MQTT broker, the client publishes the payload “{ “connected”: 1 } to the Status Notification
topic.

Example: /device/KAM73471100/status

MQTT Broker authentication / Certificate

Certificate to verifying the authenticity of the MQTT Broker pointed to by the broker URL.
PEM format is required.
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The certificate is pasted into the input-field of the configuration interface.

MQTT Client Username

Username included in the MQTT Connect message to identify and authenticate the client.

MQTT Client Password

Password included in the MQTT Connect message to identify and authenticate the client.

MQTT Client ID

The MQTT client is identified by the client-Id in the Connect message.

MQTT Client Certificate

In case the MQTT broker requires authentication of the client, the client certificate (PEM format)
can be entered (pasted into the input-field of the configuration interface).

MQTT Client Private Key

In cast the MQTT broker requires authentication of the client, the client certificate is transferred
during TLS connection. The private key (PEM formatted) matching the public key in the certificate
can be entered.

Date of revision: 2022-09-14
Doc. no.: 5512-3279 Revision: B1 Page: 12/14

Industrivej 28, Stilling - 8660 Skanderborg - Denmark - Tel: +45 89 93 10 00 - Fax: +45 89 93 10 01 - info@kamstrup.com - www.kamstrup.com



loT Connectivity Guide

Receiving OpenlinklQ® frames

Whenever an OpenlinklQ® frame is received, it is attempted to be forwarded to the connected sys-
tem/broker right away. If this is not possible, due to lack of network connection or similar reasons,
frames are cached.

When a connection to the MQTT broker is established, all cached frames are published. This done
in iterations of 500 frames. Within each batch of 500 frames, all frames that are marked as “priori-
tized” are published first, followed by all non-priority frames.
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Appendix A

The Kamstrup OpenlinklQ® Concentrator includes sufficient configuration options to connect to
most MQTT enabled systems. Below is a short list of systems that might be source of inspiration to
selecting a data collection system or even how construct one of your own.

Connecting to AWS
The AWS loT Core.

Guide on how to connect.

ThingsBoard
Setting up account and devices.

Connecting using the MQTT protocol.

Plain MQTT brokers
Several MQTT brokers exist for public use. These should only be used for test purposes.
Examples: EMQX, Eclipse

Or spin up your own (mosquitto is a good example).
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https://aws.amazon.com/iot-core/?nc=sn&loc=2&dn=3
https://docs.aws.amazon.com/iot/latest/developerguide/iot-connect-devices.html
https://thingsboard.io/docs/getting-started-guides/helloworld/
https://thingsboard.io/docs/reference/mqtt-api/
https://www.emqx.com/en/mqtt/public-mqtt5-broker
https://test.mosquitto.org/
https://github.com/eclipse/mosquitto

